USING DATA MINING TO SUPPORT RESEARCH ON FRAUD
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Fraud is a recurring phenomenon at online actidtes ke eBay. The enormous amount of
transaction data publically available offers a gopgortunity for fraud prevention based on learning
methods. However, online auction sites usuallyhaeittonfirm nor deny fraudulent behavior: they
simply suspend seller accounts and publicize feddb#ormation supplied by buyers. While some
cases receive some media attention, most of thenhidden in the site's database. This limits the
possibility of developing and testing new learnigthods for fraud prevention, due to the scardity o
fraud samples. In order to overcome this limitatiome designed a data mining system to extract live
information from online auction sites and increnadlgt build a dataset useful for fraud research,
comprising information about sellers, products &etlbacks. The system uses supervised learning to
recognize in the textual comments evidences ofdadimery fraud, which are valuable information for
fraud elicitation. We implemented a prototype af gystem and evaluated it using data extracted from
a major online auction site.
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